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| heard he can code
without Stack Overflow

ToTanbHaga UungposnsaLmnga scex cgpep
XXWU3HN TpebyeT AoCTaTOYHOro
KoJim4yecTBa CneunaamncTos.

HeobxoanMo roToBUTb NPOrpaMMmnCTOB,
CUCTEMHbIX aMUHUCTPATOPOB, CETEBLIX
NHXXeHepoB, crneunanncTos no
NHpopMaunoHHON 6e30nNacHOCTMN.

[MoaroTOBKY HY>XHO NMPOBOAUTDL eLle Ao
BY30B. B LWKOMaX N BHELWKOJIbHbIX
ydyepexxaeHnsax CUCTEMHO NPOBOANTb
npodopneHTaLUnoHHY0 paboTy,
co3faBaTb NPOEKTbI, BOBJIeKatoLWme
LLUKOJIbHUKOB, 0TOMpaTb, 0by4aTb 1
noanoep>XmBaTb TeX, KTO UMeeT
npenpacnosioXXeHHOCTh.
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B MOéM cny4ae B IeTHEM MpoeKTe
«IT cmeHa» B Kanyre mbl coenannu
MPOEKT LWKOJIbHON CeTn C
ornsagkon Ha ECIA,
cMoaenmpoBaB €€ B aMyNATope
GNS3.

MpoekT ochopmMnan B BMae
nabopatopHon paboThl.

CeTb COCTOUT N3 3X 30H C pa3HbIM
OOCTYNOM - KOMIMbIOTEPHbIE
KJlaccCbl (KpacHas), y4uTenbCKomn
(>xentyto) n LUYC (3eneHasn).

Ncnonb3oBann obnaka,
NUMNTUPYIOLLNE KPUMTOLLJTIO3bI
ECMNO.

B nabe no nopagky 3anyctuam
GNS3, HacTpounnn n nposepun
CBSI3HOCTb Y3J10B CETW.

HacTpounu ypoBHU 00CTyna npu
nomown 30H B firewall.




CETb B GNS3

PC31-DIR
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PC31-METHOD
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PC31-ACC
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Internet31

BecnpoeogHan ceTb

SW31-1

MSL31
i fo/1
fi/1 JdN UDP tunnel 1
fo/o

Internet0

UDP tunnel 1

CryptoGWO




[MABHbIE JEMCTBYIOLWME NINLA - MAPLUPYTU3ATOPbI MLS,
ETHERSWITCH ROUTER'bI CISCO 3745

2

Ci1sco I0S Software, 37 Software (C3745-ADVENTERFRISERS SNA-M), Version 12.

i~

(15)T14, RELEASE SOFTWARE (fc2)

45 (R7000) processor (revision 2.0) with 245856R/12288F bytes of memory.

e
rllis

R7000 CPU at 350MHz, Implementation 35, Rev 2.1, 256KB L2, 512ZFKB L3 Ca

18 FastFEthernet interfaces

Configuration register is 0x2102




NCIMOJIb3OBAJIMCb KOMMYTATOPBI GNS3 U VPCS

* MNode properties ? X
|/ Switch1 configuration
i General
MName: S5wW3l-2
l
Console type: | none -
Settings Forts
Port: 8 = Port “ VLAN Type -
e 3 1 access
I VLo L e 4 1 access
Type: access - 5 1 e
b 1 access
QinQ EtherType: 0x5100 7 1 access
" 4 3
i Add Delete
I Reset oK Cancel Apply




HACTPOWUTb OBJIAKA C UDP TYHENAMU, UMUTUNPYIOLWMNE
KPUMNTOLNKO3bI.

CryptoGW31 configuration

Ethernet interfaces TAP interfaces

UDP tunnel settings

Name: UDP tunnel 1
Local port: 30000 -
Remaote host: 127.0.0.1
Remote port: 20000 -
Add Delete
Internet31

-~

Becn poBOoaHAaA CeTb

UDP tunnel 1

—

CryptoGW31

UDP tunnels Misc.

UDP tunnels

MName Local port Remote host Remote por

UDP tunnel 1 20001

127.0.0.1

30001

CryptoGWO configuration

Ethernet interfaces
UDP tunnel settings
Mame:
Local port:
Remote host:
Remote port:

Add

TAP interfaces

UDP tunnel 1
30000 s
127.0.0.1

20000 s
Delete

UDP tunnels Misc.

UDP tunnels

Name Local port Remote host Remote por

UDP tunnel 1 30001 127.0.0.1 20001

Internet0

N

BecnpoeogHan ceTb

UDP tunnel 1

CryptoGWO



HACTPOWUTb U NMPOBEPUTb CBA3HOCTb Y3J10B CETW.

Ha Tekylwem cnange B KOHCONIM BUAHO, Kak nnHryeTcsa mis31 ¢ mlsO n obpaTHO

£ MSL31

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#

MLS31#sh run int fa @/@
Building configuration...

Current configuration
!
interface FastEthernete/e@
description noc
ip address 172.16.31.1 255.255.255.0
duplex auto
speed auto
end

114 bytes

MLS31#ping 172.16.31.254

Type escape sequence to abort.
Sending 5, 1@@-byte ICMP Echos to 172.16.31.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/96/188 m

s
MLs31#j

MLSe#

MLSo#

MLSe#

MLSe#

MLSe#

MLSe#

MLSo#

MLSo#

MLSe#

MLSe#

MLSe#

MLSe#

MLSo#

MLSo#

MLSe#

MLSe#

MLSe#sh run int fa @/@
Building configuration...

Current configuration
!
interface FastEthernet@/@
description school31l
ip address 172.16.31.254 255.255.255.0
duplex auto
speed auto
no keepalive
end

: 134 bytes

MLSe#ping 172.16.31.1

Type escape sequence to abort.
Sending 5, 1@@-byte ICMP Echos to 172.16.31.1, timeout is 2 seconds:

Success rate is 18@ percent (5/5), round-trip min/avg/max = 28/34/44 ms
MLSe# |




HACTPOWIIM YPOBHW OOCTYMNA MNP NOMOLLX 30H B FIREWALL.

A 30ecCb NokKa3aHa OOCTYMNHOCTb XOCTOB nocsie HacTtpouku firewall, paHee N3 KpaCHOW 30HbI
Obl1N 4OCTYMHbI XOCTbl B 3€/71€eHON 1 HAaobopOoT, cernyac U3 3e1eHON O0CTYMNHbl BCE 30HbI, U3
XKeJITON 30Hbl AOCTYMNHbI KPaCHble, B KPAaCHOW 30He OO0CTYN K APYyrMm 30HaM OTCYTCTBYeET.
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1 ress "?' t« 1p. ?' to get help.
Press '?' to get help. Fress to get help

p— = . Fil Executing the startup file
Executing the startup file Executing the startup file

Checking

te address. .. -
pcl : 10.3

0 gateway 10.31.1.254

PC31-01>
bytes
bytes
bytes
bytes
bytes

PC31-METHOD> ping 10.
84 bytes from 10.31.
bytes
bytes
bytes
bytes
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ping 10.31.11.2
.11.2 icmp seg=1 timeout
timeout
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bytes
PC31-01>
PC31-METHOD> ping 10.31.1 0.31.1
84 bytes from 10.31. i 0.31.
bytes 10
bytes 10
bytes ]
bytes

PCl4> ping
10.31.1.1
0.31.1.1
bytes
bytes
bytes from 10.

-]

=]
hohbhih

1
0.31.1.
0.31.1.1
0.31.1

-]

PC31-01> ping 172.16.
PC31-METHOD> pi 12. _255. - - ic s
172.16.2
172.16.2
72.16.2 -16.255. -
172.16.2 .1 i i3 C 1a. . - timeout
72.16.255.11 i

PCl4> ping 172.16.25
84 bytes from 172.16.
84 bytes from I .16
84 bytes from

84 bytes

84 bytes
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pc31-01> I

ec14> I pC31-METHOD> ||
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